Categories of
personal
information

Contact
information

Example data elements

name, email, role, company

Tailscale CCPA Notice at Collection

Purposes of use and legal basis of processing (if required under
applicable law)

Provide the Services (legitimate interests; perform a contract)
Customer Support (legitimate interests; perform a contract)
Account Management (legitimate interests; perform a contract;
legal obligation)

Security & Performance (legitimate interests; legal obligation)
Analytics & Product Development (legitimate interests; consent*)
Marketing, Outreach, and Online Advertising (legitimate interests;
consent*)

Legal & Compliance (legitimate interests; legal obligation)

Categories of third parties to
which we disclose this
personal information

Customer Admins;
Integrations; Joint Marketing
Partners; Service Providers;
Online Advertising and/or
Analytics Providers; Affiliates;
Entities for Legal Purposes;
Entities for Business
Transactions; Entities with
Your Consent

Categories of third parties to which
we “sell” or "share” this personal
information for advertising and/or

analytics purposes

Online advertising and/or analytics
providers

Client device
and node
information

IP address, unique device
identifiers, operating system,

software versions, user agent, host

names, node public key, local
network services, SSO

authentication tokens, timestamps,
connection attempts, connection

outcomes, destination ports

Provide the Services (legitimate interests; perform a contract)
Customer Support (legitimate interests; perform a contract)
Account Management (legitimate interests; perform a contract;
legal obligation)

Security & Performance (legitimate interests; legal obligation)
Analytics & Product Development (legitimate interests; consent*)

Customer Admins;
Integrations; Service
Providers; Affiliates; Entities
for Legal Purposes; Entities
with Your Consent

We do not “sell” or “share” this
information

Configuration
information

access control list information,
webhooks, SCIM information

Provide the Services (legitimate interests; perform a contract)
Customer Support (legitimate interests; perform a contract)
Security & Performance (legitimate interests; legal obligation)
Analytics & Product Development (legitimate interests; consent*)

Customer Admins;
Integrations; Service
Providers; Affiliates; Entities
for Legal Purposes; Entities
with Your Consent

We do not “sell” or “share” this
information

Provided pursuant to the Tailscale Privacy Policy, available at tailscale.com/privacy-policy
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Categories of
personal
information

Commercial
information

Example data elements

credit card number, bank account
information, billing address,
purchased plan and services

Tailscale CCPA Notice at Collection

Purposes of use and legal basis of processing (if required under
applicable law)

Provide the Services (legitimate interests; perform a contract)
Customer Support (legitimate interests; perform a contract)
Account Management (legitimate interests; perform a contract;
legal obligation)

Security & Performance (legitimate interests; legal obligation)
Analytics & Product Development (legitimate interests; consent*)
Marketing, Outreach, and Online Advertising (legitimate interests;
consent*)

Legal & Compliance (legitimate interests; legal obligation)

Categories of third parties to
which we disclose this
personal information

Customer Admins; Service
Providers; Affiliates; Entities
for Legal Purposes; Entities for
Business Transactions;
Entities with Your Consent

Categories of third parties to which
we “sell” or “share” this personal
information for advertising and/or

analytics purposes

We do not “sell” or “share” this
information

Product usage

log telemetry data and metadata,

Provide the Services (legitimate interests; perform a contract)

Customer Admins;

We do not “sell” or “share” this

information coordination server telemetry data | Customer Support (legitimate interests; perform a contract) Integrations; Service information
and metadata; electronic network | Account Management (legitimate interests; perform a contract; Providers; Affiliates; Entities
activity information legal obligation) for Legal Purposes; Entities for
Security & Performance (legitimate interests; legal obligation) Business Transactions;
Analytics & Product Development (legitimate interests; consent*) | Entities with Your Consent
Legal & Compliance (legitimate interests; legal obligation)
Site usage referring and exit URLSs, links Provide the Services (legitimate interests; perform a contract) Service Providers; Online Online advertising and/or analytics
information clicked on, files downloaded, pages | Customer Support (legitimate interests; perform a contract) Advertising and/or Analytics providers

viewed and the order of those
pages, files viewed, the amount of
time spent on particular pages, the
terms used in searches on the Site,
the date and time of a Site visit, Site
activity information

Account Management (legitimate interests; perform a contract;
legal obligation)

Security & Performance (legitimate interests; legal obligation)
Analytics & Product Development (legitimate interests; consent*)
Marketing, Outreach, and Online Advertising (legitimate interests;
consent*)

Legal & Compliance (legitimate interests; legal obligation)

Providers; Affiliates; Entities
for Legal Purposes; Entities for
Business Transactions;
Entities with Your Consent

Provided pursuant to the Tailscale Privacy Policy, available at tailscale.com/privacy-policy
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Categories of
personal
information

Example data elements

Tailscale CCPA Notice at Collection

Purposes of use and legal basis of processing (if required under
applicable law)

Categories of third parties to
which we disclose this
personal information

Categories of third parties to which
we “sell” or “share” this personal
information for advertising and/or

analytics purposes

number, avatar/profile photo, posts,
likes, shares, follower count

Analytics & Product Development (legitimate interests; consent*)
Marketing, Outreach, and Online Advertising (legitimate interests;
consent*)

Community management (legitimate interests)

Entities with Your Consent

Campaign email send and delivery, email Provide the Services (legitimate interests; perform a contract) Service Providers; Online Online advertising and/or analytics
Information opens, clicks on buttons or links, Customer Support (legitimate interests; perform a contract) Advertising and/or Analytics providers
email bounces, unsubscribe Account Management (legitimate interests; perform a contract; Providers; Affiliates; Entities
requests, offer codes, internet legal obligation) for Legal Purposes; Entities for
activity information Analytics & Product Development (legitimate interests; consent*) | Business Transactions;
Marketing, Outreach, and Online Advertising (legitimate interests; | Entities with Your Consent
consent*)
Legal & Compliance (legitimate interests; legal obligation)
Community handle, name/nickname, about/bio Provide the Services (legitimate interests) Service Providers; Affiliates; We do not “sell” or “share" this
information information, email, location, phone | Customer Support (legitimate interests; perform a contract) Entities for Legal Purposes; information

Inference data

data that we derive about your
interests and preferences based on
other information we process about
you (ex: the state or country from
which you access and use the
Services based on IP address)

Provide the Services (legitimate interests; perform a contract)
Account Management (legitimate interests; perform a contract;
legal obligation)

Security & Performance (legitimate interests; legal obligation)
Analytics & Product Development (legitimate interests; consent*)
Marketing, Outreach, and Online Advertising (legitimate interests;
consent*)

Legal & Compliance (legitimate interests; legal obligation)

Service Providers; Affiliates;
Entities for Legal Purposes;
Entities with Your Consent

We do not “sell” or “share” this
information

*Consent basis of processing for analytics and product development purposes applies for example when you choose to provide feedback and participate in surveys and other product research or,
where legally required, agree to our use of certain types of cookies. The consent basis of processing for marketing, outreach and online advertising purposes applies for example when you choose
to sign up for our webinars or events, receive marketing messages from us, or access our publications.
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